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Software protection of native Android libraries
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TTP Problem

Google
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relatively open platform, mostly running ARM / x86 processors

used for smartphones, tablets, TVs

customization and apps added by the device vendor

1.Native libraries provide security-critical
and performance-critical functionality

2.S0 protection Is needed against
reverse engineering and tampering

3.0pen source compllers are used
iIn Android NDK (LLVM, gcc)
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Linux kernel

Link-time rewriting framework

Used for many code rewriting applications
Compatible with open source compilers
Supports multiple architectures, incl. x86 & ARM
More than a decade of research

‘ini#i: : :

- iny#include <stdio.h>

} ' int main(int argc, char **argv) {
} ~ printf(“hello, world!\n");

}
gcc / llvm
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TTP Solution

before the project:

statically linked binaries

x86 and ARMv4

C & Fortran

GCC 3.2.2/4.3.6
Linux only

X86 software protection

after the project:

statically linked binaries
dynamically linked binaries
dynamically linked libraries

x86 and ARMv7 (incl. Thumb?2)

C & Fortran
C++ (Incl. exceptions)

GCC4.8.1
LLVM 3.4
Android 4.3 (NDK API-level 18)

x86 & ARM software protection
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